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“l want Al to do my laundry and dishes so

that | can do art and writing, not for Al to

do my art and writing so that | can do my
laundry and dishes.”

Joanna Maciejewska, artist and author. @AuthorJMac on X.



Freddie Mercury Al - | Will Always Love You

455K views + 1 year ago

0 primantasa parent

A perfect cover of | Will Always Love You. The song does justice 1o Freddie's incredible vocal range and power.

Frank Sinatra sings ,Lose Yourself“ (Eminem)

Darth Vader sings ,,Demons” (Imagine Dragons)
Johnny Cash sings ,,Barbie Girl“ (Aqua)

https://www.youtube.com/results?search_query=ai+freddy+mercury



How to fake phone numbers...

WWW.SPOOFCARD.COM (AND OTHERS)

Features  BuyCredits = GetOurApp  Support  Login GET STARTED

(832) 426-7720

Protect Your
Privacy

SpoofCard gives you the ability to call and text from a virtual
number to protect your personal information and privacy.
Use as many numbers as you need. It's easy to use and

works on any phone. Try it for FREE when you sign up on our

mobile apps.

2 Download on the GETIT ON

S App Store > Google play

Trusted by over 6 Million people who value their privacy.
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http://www.spoofcard.com/

How to fake phone numbers...

WWW.SPOOFCARD.COM (AND OTHERS)

X None SORIIROL MElRSIEE fake background noise

SpoofCard is the world's first real-time voice changer. Before placing a phone
. call, SpoofCard gives you the option to tailor the call by changing your voice to
Man Voice Changer

° sound like 2 man or a woman and by adding background sounds.

* Woman Voice Changer °

= @ SpoofCard

Airport

Dog Barking

Traffic

Night Club

SEND TEXTS ANYTIME, o Yl
ANYWHERE W +1(516) 204-9069

In addition to calling, you can also send text messages through a second phone

number of your choosing. Simply select from our list of virtual numbers and get
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http://www.spoofcard.com/

< ] © help.orf.at

(® ORF.at ‘ Q

Aktuell Tests Riickrufe helpin 01 Podcast konkret Kontakt

Warnung vor Fake-Video-Calls von
,Innenminister Karner”

Das Bundeskriminalamt (BK) warnt vor einer neuen Masche mit Deepfake-Videokonferenzen
mit dem vermeintlichen Innenminister Gerhard Karner (OVP). Die Kriminellen tiuschen bei
den Anrufen die Identitdt des Politikers vor, um Geldforderungen zu stellen. In mehreren
Versuchen kam es bereits zu einem Gesprach mit dem falschen Minister, der um
Losegeldzahlungen im Zusammenhang mit Geiselnahmen bat.

Aktuell in help (& ORF.at
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Real-time face swap for PC streaming or video calls
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Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

@ (CcNN) — A finance worker at a multinational firm was tricked into paying out $25 million to
fraudsters using deepfake technology to pose as the company’s chief financial officer in a
0o video conference call, according to Hong Kong police.

The elaborate scam saw the worker duped into attending a video call with what he thought
were several other members of staff, but all of whom were in fact deepfake recreations,
Hong Kong police said at a briefing on Friday.

(R E Imulti-person video conference, it turns out that everyone [he saw] was fakeld
senior superintendent Baron Chan Shun-ching told the city’s public broadcaster RTHK.



PROMPT INJECTIONS



Prankster tricks a GM

chatbot into agreeing to
sell him a $76,000 Chevy

Tahoe for $1

Maybe the Al revolution has an upside?

By Tod Perry, Upworthy Staff 83.16.24

https://www.upworthy.com/prankster-tricks-a-gm-dealership-chatbot-to-sell-him-a-76000-chevy-tahoe-for-1-rp
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CYBERSECORITY NEWS, INSIEHTS & ANALYSIS

Malware & Threats Security Operations ~  Security Architecture ~  Risk Management ~  CISD Strategy v  1CS/OT v

The low-resolution image with the visible malicious prompt is passed on to the Al
model, which may interpret the message as a legitimate instruction.

bicubic
dawnscaling

Trail of Bits demonstrated the potential impact of the attack by hiding a text instructing
the Al model to exfiltrate the user's calendar data.

Al tools are increasingly integrated with other solutions, particularly in enterprise
environments, and researchers regularly show how Al assistants can be abused for
sensitive data theft and manipulation through hidden prompts.

Trail of Bits said its image scaling attack works against the Gemini command-line

https://www.securityweek.com/ai-systems-vulnerable-to-prompt-injection-via-image-scaling-attack/
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password guess!

Levels passed (

Enough! | refuse to discuss the secret password at all.

HH Made by Lakera, an Al security
company.
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and there is much more

BIAS
HALLUCINATIONS



What can we do
about it?



¥ Ourfuture.. |

Like in ,Dune“, without computers? v .



* People
* Process
* Technology




* Human intelligence vs. artificial intelligence
* Common sense
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,Helix learns
to fold laundry“
www.figure.ai



SPEAKER.SCHACHER.AT

*Chris
Schacher

CISO Wienerberger AG, international

keynote speaker with more than 100
successful keynotes, workshops and
panels - worldwide!

More:
https://speaker.schacher.at

sprecher@schacher.at

Fotos: elements.envato.com, A.Schlemitz/schacher.at
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