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1 INTRODUCTION

We present a fast automated what-if analysis tool for MPLS networks which allows 
us to verify a wide range of logical properties, e.g., related to the policy compliance, 
in polynomial time and even under multiple link failures. Our tool takes into account 
the actual dataplane configuration, rendering it especially useful for debugging. In 
particular, our tool collects the different router configurations and then builds a 
pushdown system, on which quantitative reachability is performed based on an ex-
pressive query language. The tool developed as part of ZOIS’ NetTest project outper-
forms state-of-the-art approaches by several orders of magnitude. The tool comes 
with a platform-independent user interface and is available online. 

2 TOOL IMPLEMENTATION

The front end of our tool provides a web-browser based visualization. The graph-
ical interface allows us to load a number of predefined networks, e.g., from the 
Internet Topology Zoo [1]. In the interface we can specify the query, including an 
online help for router names with interfaces as well as the sets of labels tested at 
each router. In options, we can set different parameters for the tool and graphical-
ly create the vector of linear expressions for the minimum trace specification. If a 
witness trace is discovered, the GUI visualizes the trace including the operations 
performed at each router. A screenshot in Figure 1 shows how to specify the mini-
mization vector (Hops, Failures + 3 · Tunnels) and the corresponding witness trace.

The GUI is written in JavaScript and the source code is available under the GPL3 
license. The backend verification engine is running on a web server but there is also 
a packaged version of the visualization tool available that can be run locally without 
the use of a web server (and allows to input additional MPLS networks created by 
the user).
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Our tool is based on automata-theoretic approach that leverages a translation 
from the query satisfiability (in an MPLS network) to a reachability analysis of a 
pushdown automaton (with potentially infinitely many reachable configurations). 
As reachability in pushdown automata is decidable in polynomial time [2, 3], this ap-
proach has the potential of scaling to large networks.

We develop a new C++ library (‘our solver’) to replace Moped in an earlier tool ver-
sion [4]. Our experiments show a significant (several orders of magnitude) speedup 
due to the novel translation method with optimized reduction methods as well as 
due to our efficient implementation of the backend engine.

Figure 1: Example network loaded in the GUI
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The details about the architecture of our tool are given in Figure 2. The graphi-
cal user interface allows us to load an MPLS network, a query and possibly also a 
weight expression. We then construct a pushdown automaton by means of over-ap-
proximation as the exact analysis requires to enumerate all of the (exponentially 
many) failure scenarios. After this, we perform a series of reductions (based on 
static analysis) on the constructed (weighted) pushdown automaton by removing 
redundant rules in order to decrease its size. The reduced pushdown is than sent 
either to the Moped engine (possible only if the weight requirements are not spec-
ified) or to our solver that accepts both weighted and unweighted pushdown au-
tomata. If the verification result says that the query is not satisfied, we achieve a 
conclusive answer and report it to the GUI. Otherwise, the produced network trace 
must be verified for its feasibility and the fact that it does not exceed in total 𝑘 link
failures (for a fixed trace this can be done in polynomial time). In our experiments 
on a real operator network, the answer was inconclusive for only 8 out of 6,000 
queries (0.13% of the total)—a more expensive analysis is then needed. 
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Figure 2: Tool Architecture
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3 PERFORMANCE EVALUATION

We evaluated the performance of our tool on a real-world operator network, with 
31 routers and more than 250.000 forwarding rules. The operator uses an advanced 
MPLS routing in its network, including numerous service labels by which it com-
municates with neighboring networks. In order to increase the variety of different 
types of networks, we also created several variants of networks from Internet 
Topology Zoo [1]. The experiments were run on our cluster with AMD EPYC 7551 
processors running at 2.55 GHz with boost disabled, using 16GB memory limit and 
10 minutes timeout.

P-Rex [4] reports that the verification of similar queries on a network of compara-
ble size took between 28 minutes (for the simpler queries) and up to 109 minutes
(for the more complex ones). Given this, our tool shows an improvement of several
orders of magnitude and makes it possible to perform MPLS verification interac-
tively for human operators, in particular in combination with our graphical user in-
terface (the tool prototype from [4] is a command-line tool).

ACKNOWLEDGMENTS

I would like to thank the Zero Outage Association for its guidance throughout 
this project, as well as Bernhard Schrenk, Peter Gjol Jensen, Morten Konggaard 
Schouand, Dan Kristiansen, and Jiri Srba, for their contributions.



6NetTest: Faster Network Resilience Testing

REFERENCES

[1] [n.d.]. The Internet Topology Zoo. http://www.topology-zoo.org/. Visited:
19/04/2020.

[2] Ahmed Bouajjani, Javier Esparza, and Oded Maler. 1997. Reachability analysis
of pushdown automata: Application to model-checking. In International Conference
on Concurrency Theory. Springer, 135–150.

[3] J Richard Büchi. 1964. Regular canonical systems. Archiv für mathematische
Logik und Grundlagenforschung 6, 3-4 (1964), 91–111.

[4] Jesper Stenbjerg Jensen, Troels Beck Krøgh, Jonas Sand Madsen, Stefan
Schmid, Jiří Srba, and Marc Tom Thorgersen. 2018. P-Rex: Fast Verification of
MPLS Networks with Multiple Link Failures. In Proceedings of the 14th Internation-
al Conference on Emerging Networking EXperiments and Technologies (CoNEXT).
Association for Computing Machinery, New York, NY, USA, 217–227. https://doi.
org/10.1145/ 3281411.3281432



7NetTest: Faster Network Resilience Testing



8NetTest: Faster Network Resilience Testing

0 1000 2000 3000 4000 5000 6000
Instances

100

101

102

103

To
ta

lt
im

e

Over-approx
Under-approx
Dual
Failures

1400 1500 1600 1700 1800 1900
Instances

10−1

100

101

102

103

Ve
ri
fi

ca
ti

o
n

ti
m

e

Moped
Dual
Failures



9

NetTest: 
Faster Network
Resilience Testing 

CONTACT

Zero Outage Industry Standard Ltd.
Suite1, 3rd Floor
11-12 St. James’s Square, London
SW1Y 4Lb
United Kingdom

info@zero-outage.com

Univ.-Prof. Dr. Stefan Schmid


	1 Introduction
	2 Tool Implementation
	3 Performance Evaluation
	Acknowledgments
	References



